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Chapter 1: Introduction

In today's digital age, personal learning devices (PLDs) have become an integral part of education.
While these devices offer immense opportunities for learning and growth, it is crucial to ensure they
are used safely and responsibly. This is where our Device Management Application (DMA) comes in.

Option A of our DMA is designed to provide a balanced approach, combining school oversight with
parental involvement. It features:

1. Adherence to school-set rules during school hours (which are defined by the school), ensuring
your child's/ward’s focus on learning.

2. Parent Admin Password and parent portal that allow you some controls after school hours,
empowering you to guide your child's/ward’s device use.

3. Implementation of sleep hours, supporting your child's/ward’s health and well-being by
encouraging proper rest.

This guide will walk you through the features of Option A, to help you understand how it works to
create a safe, productive digital environment for your child/ward both in and out of school, while
giving you tools to participate actively in managing their device use after school hours.

By choosing this option, you are taking an important step in collaborating with the school to guide
your child/ward in their digital journey, fostering good habits, and supporting their learning.
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Unit 1-1 — After-School DMA Parent Options — Option A

This guide is for parents/guardians who have selected Option A for your child’s/ward’s PLD.

This option is for parents/guardians who prefer to take charge of the level of restrictions for your
child’s/ward’s use of the PLD after school hours regulated by the DMA.

Parents who have selected Option A will need to set up a Parent Admin Password to perform
administrative tasks (e.g. installation of apps) after school hours.

Table 1 provides information on the accounts available for the different options chosen, and when
each account should be used:

Parent Admin
Student iCON Account After-School Student Pass.w_ord .
Account (for administrative
tasks)
Option A
School hours usage v X X
Aft hool h
er school hours v v v
usage
Table 1

Table 2 provides information on the Parent Options features that are available after school hours:

Option A
Web Browsing History* v
Additional Web Content Filtering v
Additional Installation of Applications v
Parent Admin Password required for selected
apps
Sleep hours shut down ve

Table 2

*Browsing history monitoring and web content filtering are in place through the use of Google
Chrome Browser only.

@ parents may request to change sleep hours through the School DMA Admin.

Table 3 provides summary of the Parent account usage:

Parent’s Admin Password for Option A Blocksi

Purpose Administrative tasks at student’s PLD: e  Monitor Web activity

e Install applications e  Modify web filtering settings

e Install device drivers (e.g. home

printers)
Login ID .\parent Parent’s email provided to school
Password Provided by school Self-registered in Blocksi platform after

received Blocksi invite email.

https://parent.blocksi.net
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Account Non School hours Anytime
Available
Information DMA parent guide for option A: Sent email by Blocksi
resource Unit 1-4 Parent admin password guideline Subject: Sign up to Parent Dashboard
(Page 8) Or
Subject: Blocksi Parent Dashboard access
granted
Parent who has yet received this email, you
may want to check the SPAM folder for this
email as well.
Use During the process of installation at Please refer to the following user guides for
student PLD, a User Access Control (UAC) instructions:
window will prompt out. To install an app e DMA Parent guide for Option A (page 9
or driver, input the following: -12)
Userid: .\parent
Password: provided by school
User Account Control A
Do you want to allow this app to make
changes to your device?
‘ Microsoft Management Console
Verified publisher: Microsoft Windows
Show more details
To continue, enter an admin username and password.
Eremi LA "J
Password AR 7 ‘
Forgot Please contact School DMA Admin for Self-retrieved password at Blocksi platform
Password assistance
Recommended Use Blocksi on Chrome browser for the best
Blocksi Usage experience
Requirement (i0S app or Android app is not
recommended for DMA Parents)

6|Page
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Unit 1-2 — Manual sync to DMA platform

asiardac

Follow steps below to ensure student’s PLD get the latest policies and settings from DMA.

Step 1:
Login student’s iCON account

AADStudent42

Step 2:
Open Settings, and then select
Accounts

@
| w» Accounts

Step 3:

Select Access work or school, and
then click Info under student Icon
account.

& Settings
AADStudent42 Accounts
AAD student42@students.edu.sg
Find a setting Q o= Yourinfo >
S=  profile phot
B system
8 Email & accounts N
© Bluetooth & devices counts used by email, calendar, and contact
¥ Network & internet p Sign-in options 5
Windows Hello, security key, password, dynamic lock
# Personalisation
& Apps ~  Windows backup
<@ Backup your files, apps, preferences to restore them across >
| & Accounts I e
P Time & langliage ) Access work or school S
= Organisation resources like email, apps, and network
K Accessibility
W/ Privacy & security Passkeys
2 face . 4 toan
a&f  Useyourfa ingerprint, or PIN to sign in to apps and >

@ Windows Update

& Settings

AADStudent42
AAD_studentd2@students.edu.sg

Find a setting Q

‘ System
H (3]

¥ Network & internet

Bluetooth & devices

/ Personalisation
B Apps

a» Accounts

P Timea language

ﬁ' Accessibility

website

Accounts > Access work or school

Get access to resources like email, apps, and the network. Your work or
school might control some things on this device when connected.

Sign in as an administrator to change device management settings.

Add a work or school account

| Connected by AAD_student42@students edu sg ~
B Connected to Ministry of Education (M365 T&L)'s Azure AD
Managed by Ministry of Info
Education (M365 T&L)
Disconnect this account
Related links  Manage your account

7|Page
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Step 4:
Scroll down and click “Sync”

, Device sync status
button. Wait for the sync to

complete. It may be necessary to Syncing keeps security policies, network profiles and managed
repeat this step several times. applications up to date.
Then restart the device. Last Attempted Sync:

The sync was successful
29/1/2024 1:07:16 pm

Syne
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Unit 1-3 — Guiding your child to sign-in to his/her After-School Student Account

To access the features for Option A after school hours, users will need to sign-in to the After-
School Student Account.

Step 1:
[During first login]

To set up the After-School Student Account, choose "Other user" at the left bottom corner of the
main login page, and input .\student.

Leave the password field blank and login. You will then be prompted to change password. Please
proceed to create your new password.

This account is only available after school hours. Students will not be able to login to this account
during school hours.

Other user

.\studentl

Password

Sign in to: DESKTOP-3V7KBPJ

Step 2:
Your child/ward can start using his/her device as usual after logging in successfully.
Please note that the username for the After-School Student Account is .\student for all future logins.

To change .\student account password

Step 1: Press CTRL+ALT+DEL
Step 2: Click Change a Password
Step 3: Key in Current Password
Step 4: Key in New Password
Step 5: Click arrow to submit

9|Page |:__|.‘T_| mt:;gwﬂ [ srocksi



DMA Guide for Parents/Guardians: Option A (For Windows 11 PLDs) asiarqac

Unit 1-4 — Parent Admin Password Guidelines

You will need to key in a Parent Admin password in order to perform administrative tasks (e.g.
installing apps) on your child’s/ward’s PLD.

*  When User Access Control (UAC) windows prompt out (refer Picl), please login as .\parent

* Key in password provided by school.

* Do keep your password in a safe place after password change.

* If you have forgotten your password, please contact the School DMA Admin for assistance.

* You are strongly advised NOT to

>
>

10| Page

share the Parent Admin Password with your child/ward.

remove applications that have been installed by the school (e.g. Chrome and

de-enroll the PLD from Intune for Education.

User Account Control Lol

Do you want to allow this app to make
changes to your device?

g Microsoft Management Console
Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin username and password.

[Tparend \ \ J

Password }

v .
o Pic 1
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Unit 1-5 — Reset Parent UAC Password

asiardac

Parents are able to reset the Parent UAC Password from the default password provided.

Step 1:
Login to Student iCon Account.

Step 2:

Go to Computer
Management > Run as
Administrator.

Step 3:

A User Access Control (UAC)
window will prompt out, enter
the default Parent account
password provided by the
school.

11| Page

AADStudent42

Best match

| “w Computer Management

App

Search the web

computer managemen - S

computer management

computer management windows
10

computer management user

computer management local users
groups

computer management command

computer management cmd

computer management console

User Account Control

Do you want to allow this app to make
changes to your device?

E Microsoft Management Console
Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin usetname and password

| Aparent] X J

Computer Management
App

Open
Run as administrator
Open file location

to Start

Pin to taskbar

|:_—|-°T_| mif;gmﬂ E BLOCKSI



DMA Guide for Parents/Guardians: Option A (For Windows 11 PLDs)

Step 4:
Go to Local Users and Groups >
Users.

Step 5:
Right-click on Parent account >
Set Password.

Step 6:
Click Proceed.

Step 7:
Set New Password.

Step 8:
Click OK, and your new Parent
password is set.

12| Page

3‘ Computer Management
File Action
RN

;* Computer Management (Local)
v |} SystemTools
(® Task Scheduler
8] Event Viewer
2. Shared Folders
v ¥ Local Users and Groups
| Users
1 Groups
®) Performance
& Device Manager
v &5 storage
#" Disk Management

View Help
am XE 2|0

9

;-", Services and Applications

& Computer Management

asidrdc:

File Action View Help
e 20 XE= BE
& Computer Management (Local) || Name Full Name Description
v i SystemTools & Administrator Built-in accour
S ?Sk Sc‘;wdu'er 4] DefaultAccount Auser account
al 5;/1::(1 Foldas Boeteuinusern
; i
v & Local Users and Groups | BGuest . BUKH ROt
. Users |
e ‘ B student Set Password.. R
(®) performance i, woAGUl All Tasks > Ausaraccount
1 |
& Device Manager :
v 3 storage Delete
& Disk Management Rename
B Services and Applications -
|
Help
|

Set Password for parent

You are logged in as "parent". You have chosen to reset the password for your local user

account.

Resetting this p:

loss of i

might cause it
protects certain i i

reset.
This data loss will occur the next time you log off.
You should use this only if you've forgs the p

password reset disk. If you know the current password and want to change it, press
CTRL+ALT+DELETE and click Change Password.

For additional information, click Help.

For security reasons,
by making it impossible to access if the password is

d and do not have a

X

Set Password for parent ? X |
New p:
Confim p: d: |

L If you click OK; the following will occur:

Your local user account will immediately lose access to all of its

ypted files, stored p and p | security certifi

If you click Cancel, the password will not be changed and no data loss will

oceur.

Cancel

Local Users and Groups X

0 The password has been set.

=

Microsoft
Intune
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NOTE: If the parent forgets their new password, the parent should approach the School DMA
Admin

When entering parent credentials in the User Access Control (UAC) after 2 incorrect tries, the
username will automatically default to parent@students.edu.sg which is incorrect.

User Account Control A

Do you want to allow this app to make
changes to your device?

- Windows Command Processor

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin username and password.

parents@students edu.sg

The username or password is incorrect

More choices

To resolve this, close the UAC box (see above) and run the application as admin —a new UAC box
should popup with \parent or ADMIN as the username in the UAC.

Tip: To ensure the correct password is entered click on the “eye” icon at the right-hand end of the
password field to view the password as it is being typed.

13| Page |:.‘T_| Microsoft [ srocksi
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Chapter 2: Getting Started

Unit 2-1 — Onboarding your DMA Parent Portal Account (Blocksi)

Setting up your DMA Parent Portal Account (Blocksi) will enable you to view and manage your
child’s/ward’s online activities.

Step 1:

for an invitation from

Blocksi.

Access granted for ‘
Click on the “Go to Parent aad_studentdzstudents.edu.sg ‘
Dashboard” button, and / blacksiaamnfimoe 60059

your web browser will
launch the Blocksi site to
continue with the

onboarding process. v
W would e 10 Inform you Tt & School admirvstr stor has granted you
tRerng permissicns Sor aad_student 42 O studerts. edu 59
Note: Check the o Paren Ot K SR R 8 e

Spam/Junk folder if you
do not see the email in

3 Parent Dashboare 3
your Inbox. < Go to Parent D¢ board )
Step 2:

Click ”Register here” to u BLOCKS Welcome to BMEE for Parents

register with the email
address that you received
the invite from Blocksi.

Password

T
Note: ONLY Click “Sign in - .
with Google” if you E
received the invite from
Blocksi in your Google i

account (@gmail.com).

Parents and guardians can now manage their
kid's Chromebooks from a Parent Portal app!
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Step 3:
Enter your details (email

address, password, name,

phone no.) and your
child’s/ward’s Student
iCON email address.

Then, click “Create
account”.

Note: If you are using a
Google account

(@gmail.com), click “Sign

up with your Google
account” to link your
Google account with
Blocksi. Please
remember that you need
to login to Google in
order to access your
Blocksi account.

Step 4:

After creating your
account, you should be
able to access the Parent
Dashboard.

Note: If you are directed
to the page shown in
Pic2, please contact the
School DMA Admin.

B socks:

Create a Blocksi account

E SIGN UP WITH YOUR GOOGLE ACCOUNT

asiardc:

/) Parent Dashboard

u BLOCKSI

# Dashboard

Parent dashboard registrations are disabled.

Unit 2-2 — Signing into DMA Parent Portal Account (Blocksi)

Subsequently you can sign in directly via this URL: parent.blocksi.net.

15| Page
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Enter your email address and password. Then, click “Login”.

OR Click “Sign in with Google” if you have registered using your Google account (@gmail.com).

E BLOCKS! Welcome to BMEE for Parents

E-mail

Password

e ————————————————————
OR

Don't have an account yet

041 on Parents and guardians can now manage their
@& AppStore S el kid's Chromebooks from a Parent Portal app!

16| Page |I_'.T_| Microsoft [ srocksi
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Chapter 3: Overview of the Parent Portal User Interface

Unit 3-1 — Dashboard Features that are not available for DMA Parents

Please be informed that not all features that you have seen on the demo video are available to DMA
Parents.

Here are the features that are available for DMA Parents.

\7 Parent Dashboard

# Dashboard
= Exception List
dil  Insights

[& Reports

B Saved Reports

(@ Help
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Unit 3-2 — Dashboard Features
Once you have signed into the dashboard, you will see the home screen containing your
child’s/ward’s email in “Users Table”.

If you have more than one child/ward on Blocksi, you will be able to view all their profiles under the
“Users Table”. To do that, you need to ensure that you have registered using the same parent email
address for all of them.

FaE e —
ot

# Dashboard

Recent statistics of your

. B ) child’s/ward’s online activities

Your child’s/ward’s student iCON
email address

\7/ Parent Dashboard

# Dashboard < Check the overview of your

child’s/ward’s online activities

= Exception List

dil  Insights

5 Add additional web filtering
Reports

Saved Reports

Monitor your child’s/ward’s online
activities

(@ Help

Unit 3-3 — Web Analytics (Frequently Visited Websites)
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asiardc:

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to see your
child’s/ward’s online activities and frequently visited websites/categories.

Step 1:
Click on
“Insights”.

Step 2:
You can
view your
child’s/war
d’s online
activities
for the last
24

hours
under
“Web
Analytics”.

Click on the
child’s/war
d’s profile
that you
wish to
view under
“Users”, to
access
his/her
online
activities.

19| Page

-

{J Parent Dashboard
# Datboard

# Dashboard
Ry Yestardny Toawy

A

Request Validation

0,88 (0 ", ’

Restrict Aneme (1uhad, ~ .
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You can
view
websites
visited by
your
child/ward
under
“Popular
Websites”.

You are
also able to
view
different
categories
of websites
visited by
your
child/ward,
under
“Categories

4

20| Page

Www PR Org A8 15
mendiansecmoeedusg 3
G accountsyoutubecom 1
& drivegooglecom 1
B wwweasinoog 1
B3 wwwiscebookcom 1
wew gambling com '

WV www.gamblingsites.com 1

Popular Websites
Hostname Hits Allow Warning
G www google com n n 0

Categories

asiardcs
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© Heat
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Unit 3-4 — Web Analytics (By Time Period)

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to see your
child’s/ward’s online activities for a pre-set time period.

Step 1:

Click on the time icon at
the top right corner of
the page to adjust the
time period. e e

Categories

> © Search Engines and

Users

Student201 @student dmademo.com

Student202@student dmademo.com

© © © © © © © © o

Step 2:
Select the time period
that you want to view for

your child’s/ward’s | — =
activities, e.g. “This el e
Week”. . i

21| Page |I_'7_| Microsoft [ swocs:
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Unit 3-5 - Web Analytics (By Date)

The “Web Analytics” tab can be found in the side menu under “Insights”. You will be able to see your
child’s/ward’s online activities by specifying the start and end dates.

Step 1:

Click on the time icon at
the top right corner of the
page to adjust the dates.

student201 @student dmademo.com

SWAeN202@student dmademo.com

Step 2:
Click on “Calendar”.

~~~~~

Step 3:

Click on the start and end
dates to specify a date

range for viewing your [ g
child’s/ward’s activity G ] ez
history. Then, click “Go”.

Popular Websites

e o o

[oy—

Unit 3-6 — YouTube Analytics
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The “YouTube Analytics” tab can be found in the side menu under “Insights”. You will be able to see
your child’s/ward’s YouTube browsing history.

Step 1:

Click “Web Analytics”.
Then, click “Youtube
Analytics”.

Step 2:
Click on the
child’s/ward’s profile that

you wish to view under i e o odedVides
“Users”, to access his/her

YouTube browsing
history.

The list of YouTube videos e == .
accessed by your child is bt
shown under “Allowed T
Videos” and videos which
were filtered out are
shown under “Blocked
Videos”.

Na results found &

Expand our e range o refie your Bhers.

(OXCRONOHORONO)
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Unit 3-7 — Logs

The “Logs” tab can be found in the side menu under “Insights”. You will be able to view your
child’s/ward’s device and browser usage history through the “Logs” tab.

Step 1:

Click “Web Analytics” (on
the blue bar).

Then, click “Web
Analytics” (on the grey
bar). 6 =
Finally, click “Logs”. =i

=
n
[ p—
Step 2:
. = o)
You WI||. bt’a able tc’) see rem—
your child’s/ward’s usage Famrps

history. - - — PN
Click “Export CSV” if you e S e e .
are looking to download

the log report(s).

24| Page |I_'.T_| Microsoft [ srocksi
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Unit 3-8 — Download Reports

The function to download reports can be found in the side menu under “Insights”. You will be able to
retrieve a comprehensive and detailed PDF report of your child’s/ward’s web activities.

Step 1:

Click “Web analytics” (on
the blue bar).

Then, click “Web
Analytics” (on the grey
bar).

Finally, click “Download
PDF”.

I3
8~
0 -

2
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Chapter 4: Option A Functions

Option A gives the following flexibility:
e Ability to customise and activate additional web content filtering

® Choice of sleep hours timing

Unit 4-1 — Managing Web Content

Web content filtering is extension-based and operates only in a Chrome browser. Hence Chrome is
the only browser that will work for students on Option A. Other browsers will be blocked and/or the
search function will be not available (e.g. in Microsoft Edge).

Parents who opt for Option A can apply additional content filtering on top of the ones under the
MOE baseline policy.

Note: If you do not modify the filters, the PLD will adopt the school's policy, which mirrors the
content filtering under the Default Option.

Step 1: - |
Click on - I
N

“Exception
List”.

‘ .

Step 2:
Name the -
list and
click on
ucreate I Enter list name I CREATE LIST <+ I
List”.

I Exception List

Block List

26| Page |I_'.T_| Microsoft [ srocksi
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Step 3:
Click on the
pencil icon
to edit the
list you
have
created.

Step 4:
Enter the
website
address
(URL) you
want to
block/allow

Step 5:
Click on
either
“Block” to
restrict
access or
“Allow” to
grant
access.
Then, click
on “Add to
exception
list”.

Note:
Websites
that have
been
added to
the “Allow”
list will
only be
accessible
after

27| Page

B Exception List

Enter list name

Block List

asiardc:

Select a time;

CREATE LIST <+

il

Y Edit Block List

Exception List

Examples of use:
* www bikocksi et
« www bilocksd *
o * biocksl net

* ww DOk PP OrmItook Mberng

 www biocksi netichromebook®

Add 1o exception list

Y Edit Block List

Exception List

Examples of use:
oo DiOCKSI net
o www blocksd *
« * biocksi net

* Wi BioCks: etchrometook Sltenng

o e BIOCKSS AEUCHPOMEtO0K®

Add to exception list

=

=

Microsoft
Intune

E BLOCKSI



DMA Guide for Parents/Guardians: Option A (For Windows 11 PLDs)

school
hours.

Step 6:
Click on
“Update” if
you have
made any
changes to
the access
rights for a
particular
URL.

Y Edit Block List

Exception List ~ |

Examples of use:
= waww blocksl net
® www blocksd *
» = blocksi net
= wiww blocksi netichromebook-Sitering
= wiww blocks netichromebook®

youtube.com

asidrdc:

Aliow
Add to exception list

= - ]

Click on the
bin icon to "
delete a
list.

o Report

-

¥/ Parent Dashboard

Dashboard

| Exception List

Exception List

Block List

Saved Reports

® Help

Step 7:

Access the
“Users

Table” by
clicking on
“Dashboard
" in the side
menu.

In the
“Users
Table”,
select a
particular
“Exception
List” to
apply the
filters set
to your
child’s/war
d’s
account.

You can
have
different

28| Page

/) Parent Dashboard

Create List + ‘

Dashboard

# Dashhoard

|I—|»T_| miffr';gs"ﬂ E BLOCKSI



DMA Guide for Parents/Guardians: Option A (For Windows 11 PLDs) asiarqac

exception
lists for
each
child/ward.
You can
also apply
the same
exception
list to
another
child’s/war
d’s profile
under your
account.

Unit 4-2 — Sleep hours

Schools will determine the Sleep Hours set for the students’ PLDs. When the Sleep Hours profile is in
force, the device will go through a forced shutdown at the stipulated time. This prevents the usage
of the device during the night, to facilitate rest time.

You can request for a change in the school’s pre-set sleep hours to better meet the needs of your
child/ward. You can choose from a selection of sleep hours, starting from 7.00 p.m. till 10.30 p.m., at
hourly intervals. To do so, you need contact your School DMA Admin.
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Chapter 5: Installation of Applications

Your child/ward will be able to download any application under Option A. However, there may be
some applications that would prompt for the Parent Admin Password at the time of installation.

Note: Please note that all Chrome extensions are blocked for student school accounts unless
explicitly whitelisted by MOE.

If you have any questions, please contact the School DMA Admin.

30|Page |;'.‘T_| Microsoft [ srocksi

Intune



